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Common vulnerabilities with
unsecured MFPs/printers:

C 5
Loss of Loss of Stolen
productivity access information

Regulatory Lawsuits Unauthorized use
noncompliance of equipment and

network resources

How common are these issues?

Enterprises affected Businesses
by printer-related with secure
security breaches* printer practices*

SHORE UP YOUR DEFENSES

g

Top lines MFP security features
of attack: that fight back:
® Using MFPs to access ® Secure administrative passwords,
other machines on IP and MAC address filtering,
the network and user authentication
® Stealing stored versions ® Hard drive data
of sensitive documents encryption and overwrite
® Taking printed documents ® Print retention and
left in output trays user authentication

SHARP SECURITY SUITE:

Sharp’s multi-layered approach to security means you can add
our MFPs and other printers to your network with confidence.

Sharp Data Security Common Criteria
Security Suite Kit (DSK) Validation

Standard features Option with additional Testing and
for data, network, features such as certificatfion to
access control, manual dafa overwrite, Evaluation Assurance
document, fax, and user authentication, Level (EAL) 3 for
audit frail security printing restrictions, government and
and hidden pattern military offices
printing and detection

Learn More.

SHARP
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* “Printer-related security breaches affect 63% of enterprises,” InfoSecurity magazine, March 2013.
http://www.infosecurity-magazine.com/news/printer-related-security-breaches-affect-63-of/




